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Introduction. Nowadays, the world utilizes the Internet for consuming and exchanging information.
As for rule of thumb, any information is kept on servers. These servers are provided either by incorporated
companies or public organization.

To retrieve any information from those servers, there is an existing solution that is used by all of the
Internet users — BGP and DNS.

BGP is the compulsory component of the Internet. It allows to union different networks between each
other. BGP solves the problem of routing between networks itself. Meanwhile, DNS is just a convenient
wrapper, which allows people to avoid using IP address directly, but IP address instead. These 2 systems are
fragile and monstrous. Nevertheless, it’s supported by both many public organizations and private
companies. The end of the Internet era would come true only if BGP was broken. Until then we are good to
use the Internet resources that it provides for us.

Any user requests information from one end being in another end. To support routing between any 2
ends, there are existing hardware computers: routers, hubs, switches. All of them are responsible for routing
requests from end user to the target server and vice versa. In case of any computers knows nothing about
target server, it sends request into outer network. As long as everything is determined in the computer
networks, every target already exists in the world wide web.

Any request goes via hundred routers, where each of routers can read the content of the request. Here
the problem comes. As long as we don’t control those routers, we cannot be sure that information is secure to
send it in its original form. Therefore, it is invented cryptographical algorithm to encrypt request in a way, so
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only target server can decrypt it. It’s called asymmetric cryptography or cryptography with public key. It
means that anybody or anything can encrypt a request, but only target server can decrypt the request.

The main idea for cryptography is to change content of a request so it can be reverted back using
public and private keys accordingly. Besides it’s absolutely recommended to make all messages with the
same length so to avoid giving any hints to the crackers [1]. So currently all encrypted messages look almost
the same. Even though it makes data exchange more secure, it burdens the data exchange traffic in the world
web. In other words, it sends 10Kb over a recipient in lieu of 1Kb or less. It works well for a single request
but does not work for millions of requests. In addition, the problem of routing is still present. It means that
any two requests might reach the same target using different routes. One of them can be longer, another one
— shorter. How does routing impacts world traffic? Every request which goes via different routes is
accumulated in those routers until it’s sent further. A router is not black box, which sends requests
impeccably and quickly. It has its own bounded resources like RAM and CPU. It can accumulate only
certain number of requests, but not more. In case it cannot handle more requests, it denies all upcoming. It
means the requests for google.com may not work at all. A router goes through the list of requests one by one,
parses each one for source and target destinations and sends it further according to its route table. So, it’s
highly important to make all requests simple and small [2].

Moreover, there is routing problem. A router checks target destination of a request and tries to find
the matching rule in its route table. If the one was found, it sends the request further. A router does not verify
whether the target destination is sent with the shortest path or not. It picked up just the first matched one.

In this article is being reviewed different approaches to optimize data exchange in a network using
cryptography — to make any date secure, compression — to make any data smaller and accelerated routing,
which is based on meta information about target destination: how far they are, how loaded they are.

Formulation of the problem. There are 3 networks with 10 servers each. And there are 100,000
users who use the networks. Each user has an ability to save any encrypted information: music, movie,
picture (later «object») in one of those servers and to request this information from the server. It’s required to
determine how to optimize (accelerate, simplified, reduce) data exchange.

Encryption of the data. Any information such as music, movie, picture is just a set of bytes, which
consists of bits. Let’s assume we have 1Kb of x,, that is required to be encrypted into x,.

Xo Ny, Ny, ..., Ng) = X (Mg, My, ..., my) (1)

where x, — original message, x, — encrypted message, k — number of bits, n and m are 1 or 0.

It’s a one-to-one mapping. Each bit is transformed into another bit by algorithmic rule. It means that
the key with the size k can encrypt only k — padding length of the original message. There are various
key sizes: 128-bit (16 bytes), 256-bit (32 bytes), 512-bit (64 bytes), 1024-bit (128 bytes), 2048-bit (256
bytes), 4096-bit (512 bytes). Since we have 1Kb message, it’s impossible to encrypt with any of those keys
[3].

Therefore, there is the first approach. We have to split the original message at first. It’s practical to
split into parts, where 64 bytes each. It means we get 16 parts with 64 bytes each.

Xo(My, Ny, o, 1) = Xo(My, My, ..., Myq)
Xo (M, Ny, o, Nyy) = Xo(My, My, ..., Myp) @)

Xo(Ny, Mg, oy 1) = Xe(My, My, ..., M)

where x, — original message, x, — encrypted message, ki — number of bits, n and m are 1 or 0 for
each part of the message. All k; values are the same.

Zk(xo(nl'nZI ""nk)) o Zp(xe(my,my, ..., my)) )

To encrypt 64 bytes of the message, we have to use key with the size bigger than 64 bytes. We may
use 1024-bit key. As long as the key is bigger than a single part, there is a solution to solve it — padding. It
allows you to add up dummy data into part to match the length of the key. Indeed, this dummy data adds up
load to the Internet traffic. And it does not even provide any useful information [4].

Here is a rough calculation of the size of the encrypted message that is sent over the Internet from
one user to another one:
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The original message with the size of 1024 bytes is converted into 128 bytes of key * 16 (number of splits
for original message). An equation looks like the following:

1024 bytes — )
128 bytes of the key * 16 = 2048 bytes

As we see, the encrypted message weighs double bigger than the original one. It means that every
encrypted message that is intended to be sent over the Internet will be double bigger. It loads the Internet
traffic significantly [5].

To avoid that, there is a 2 approach. We have split message into such parts, so each one should be
almost the same as a key size. It’s worth to mention that it’s not practical to encrypt 64 bytes with 512-bit
key, because it’s highly recommended to use padding to fix weaknesses of public key encryption. The
padding may be fully randomized, which increases entropy of the original message. So, two exact the same
messages can have different encrypted outcome. It does increase security facet [6]. Padding should be at
least the size of 12 bytes to make it work. So, let’s do backpropagation starting from key size of 512-bit (64
bytes).

64 — 12 = original message length (in bytes)

1024 bytes _ 1o\ addi the last part ®)
S bytes - padding for the last par

So now it has the following equation (all in bytes):
1024 original message —
64 (key size) x 19 + 0.69 * 64 = 1260.30 bytes
The ratio of difference: (6)

1260.30 bytes 100% = 61.53%
_——— % = i
2048 bytes ° °

For now, we succeeded to diminish the resulting encrypted message in 61.53% of the previous
result. It means that the traffic with encrypted data will be in 61.53% lighter [7]. It leads to accelerating the
data exchange. Besides, routers/hubs/switches can afford to operate on more requests. Table is a comparing
table between 2 approaches for cryptography:

Table 1 — Comparing table between 2 approaches for cryptography

.. Encrypted message Encrypted How effective
. Original message . .
Key size (bytes) using 1 approach message using 2 the second
Y (bytes) approach (bytes) approach is
128-bit (16 1024 2048 4096 -100%
bytes)
20D (32 1024 2048 1638.4 80%
ytes)
>12-bit (64 1024 2048 1260.31 61.5%
bytes)
1024-bit (128 1024 2048 1129.93 55.2%
bytes)

There is an exceptional case when the key size is 128 bits. It’s because the padding affects
significantly due to being much bigger than the original message is. Nevertheless (table 2), we can see the
tendency that the bigger file, the better 2 approach works.
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Table 2 — Comparing table between 2 approaches for cryptography (resizing message)

_ Encrypted message Encrypted Ratio between
. Original message : .
Key size (bytes) using 1 approach message using 2 first and
Y (bytes) approach (bytes) second one
128-bit (16 1024 2048 4096 -100%
bytes)
256-bit (32 10240 20480 16384 80%
bytes)
>12-bit (64 102400 204800 126030 61.5%
bytes)
1024-bit (128 1024000 2048000 1129931 55.2%
bytes)

As a conclusion for the encryption it’s highly recommended to use padding for public key encryption.
Splits of the any data must be flexible and be in size relative to the key size including padding. In addition,
the bigger data, the less encrypted data we send over the Internet.
Compression of the data. Compression allows to shrink data and expand it back. It’s responsible to
convert one data form into another one. It works with 2 options:
- with loss
- without loss

Xo(Ny, Ny, o, ny) = x.(Myq, My, ..., my) (7
where x, — original message, x, — compressed message, k — number of bits of the original message,
z — number of bits of the compressed message.

It’s worth to note that the original message can be either encrypted or original one. The matter is about
transferring less data via routers. Let’s assume we use encrypted message as an original one. Its size is 1Kb.

So, the point of lossless compression algorithms is to transform data in a way it can be understood,
read, decompressed by others meanwhile it weighs less than the original one. It means that compression
works every time differently. It depends on characters that stand in a row, which are being swapped by
compressing algorithm. Here is a vanilla example which illustrates how compression works:

AAAABBBBBBCCC — A\3B\5C\2 (8)

It’s just a basic example, which shows algorithm, which is based on repeated elements. One problem
that should be mentioned — the less data to compress, the more complicated to compress. The idea that comes
around different existing algorithms is about learning past data to compress future data. Usually two third is
compressed by algorithms. So, in case of 1KB data, we will obtain approximately 0.335KB. As long as we
are trying to optimize the data exchange which goes inside the networks, a well determined and tested
compressing algorithm can reduce a load of any network between users.

In addition, compression and encryption layers require to have opposite operation — decompression
and decryption. Thus, it reduces load for networks to pass data, but it increases time to be able to read data
that is being sent over the Internet.

Routing of the data.  Besides implementing optimizations for encryption and decryption, there is
one more valuable optimization. It’s data routing in the networks. As far as we know, that any networks
consist of a bunch of routers, hubs, switchers, it means that a path between any 2 vertices must be the
shortest. It will allow to pass data without any additional operations of extra routers. [8]

It can be implemented in many different ways. As a starting point, we have to assume that currently
routers just work based on their route tables. They find the matched pattern for request’s destination in their
tables and send it to another target router that is responsible for part of network. All routers, hubs, switches
are discoverable using BGP protocol [9]. It unites all of them into a single big network. The internet would
not live if BGP didn’t exist. Table 3 is an example of routing table for any router [10].
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Table 3 — Example of routing table for any router

# Destination Gateway

1 0.0.0.0/0 192.168.0.253
2 127.0.0.0/16 127.0.0.1

3 35.2.84.0/8 74.52.178.12
4 54.21.31.0/8 0.0.0.0

5 172.168.0.0/16 127.0.0.1

To optimize route-finding, we may rely on BGP. For now, routers work straightforwardly. To make it
better, we have to implement a smart router. Its duties are searching, analyzing other routers and creating
routing table that is based on how far routers are, how loaded they are. To do so, it requires to add up a new
software layer, which must be highly optimized as well. It should preferably be a binary, which has the
lowest footprint and works as fast as possible. This is important because it’s a layer that adds up operational
costs, and the time to send packet further is increased because of that.

Table 4 — Distance table

# Destination Gateway Ping
1 0.0.0.0/0 192.168.0.253 100ms
2 0.0.0.0/0 192.168.0.255 90ms
3 127.0.0.0/16 127.0.0.1 Ims
4 35.2.84.0/8 74.52.178.12 54ms
5 54.21.31.0/8 0.0.0.0 10ms
6 172.168.0.0/16 127.0.0.1 2ms

The column with Ping results (table 4) shows us how far and how loaded the destination point is. For
now, a router can redirect requests to low loaded routers. In the networks, distance which is physical is not as
important as a ICMP response of the router from another end. Thus, we are good to use only ICMP requests
like ping, to be about to determine how far and how loaded a router is. ICMP requests and its response can
be assessed in ms. It represents a time within the requester gets its response. The bigger time, the more
loaded or further a router is. Any routing problem can be illustrated as a graph. There are a lot of ready-to-go
solutions, which solve different problems. One of the most popular and problematic tasks is a pathfinding.
The edges of the graph can be represented with weights. Literally, weights are ICMP response time. It’s
worth to note that a router itself does ICMP requests to all its known endpoint to figure out how far and how
loaded they are.
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It’s a hard problem to solve. Any router might lead to nowhere, so a packet will return to its own
sender with an error of «Error destination». Routing itself works impeccably, it sends a packet to a subnet.
There is a router for each subnet. The router must know where to send packet to. The shortest path from 1 to
10 will be the following:

1-4-5-9-10 9

The total time to send data to a destination would take undefined time, because there is no awareness
about current state of the network.

Although if there are weights for edges (connections between routers), then the outcome will be
different.
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Figure 2 — Routing graph with latencies
After adding latencies between routers, the shortest path is now totally different:
1-4-6-5-9-10 (10)

The total time to send data would take 107 ms. For instance, the previous example would take 235
ms.

According to the greedy algorithm, we may find the shortest path if only we stick to the shortest
latencies. This algorithm works well only when latencies is descending with the following router.

There are heuristic algorithms, which analyzes a few steps ahead. Literally, it makes recursively
request to different routers and assess their assessment to their routers. It allows to accumulate more
information and find out which router works the best to send request to.

Let’s assume we use this algorithm with 1 step ahead; the shortest path will be the following:

1-2->7-6-5-9-10 (11)

With the heuristic algorithm, it would take only 91 ms.

As far as we see, it’s totally different from the results above. The only problem that to get
information about other routers, it takes some time, so it’s highly dynamical approach to solve the shortest
path in networks. The shortest path may go via more routers with the new approach in contrast to previous
approaches. A path is based on latencies between routers, but not physical distance. It may have different
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quality of fiber channel between routers and so on. So, the system must be dynamical, but not statical, and
rely on current state of their neighbors.

Table 5 — Comparison of the results of the algorithms

Plain algorithm Greedy algorithm Heuristic algorithm

235ms 107ms 91ms

As it’s shown in the Table 5, it points that current routing in the networks is quite problematic and
takes much more time than the one which is heuristic.

Conclusion. We reviewed different approaches how to optimize data exchange in networks. It helps
significantly a lot when it all comes together. Encryption now consumes less memory and reduces load in
networks. Compression shrinks data, which allows to transform 1KB data into tiny data, which is easier to
operate with and to be sent to other recipients. In addition, sending data itself is a compulsory part of
optimization as well. It was found out that the algorithms with heuristics work much better than greedy ones.
It was assessed time within the packet is delivered to the destination.

In result of this analysis it was found out that current routing system in the Internet works worse than
the results of proposals mentioned in this article.

Taking all these factors into account, it can be claimed that the Internet may work much faster and
securer than it works currently in spite of the fact that decryption, decompression are expensive operations.
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PE®EPAT
laBpunenko O.B. Ornsx minxoamiB onTumizamii OOMiHY JaHUMH y MeEpeXi MYJIbTHCEPBEPHOI
iHPPaCTPYKTypHd 3 BHUKOPUCTaHHSAM MH(pyBaHHS, KOMIIPECYBaHHS Ta IPUCKOPEHOI MapHIpyTU3alii
/ O.B. Taepunenko, O.A. Ilymeiiko, €.M. HaGokoB // BicHuk HarlioHanbHOTO TpPaHCIOPTHOTO
yuiBepcutety. Cepist « Texniuni Haykm». HaykoBo-texniuauii 36ipauk. — K. : HTY, 2021. — Bum. 1 (48).

VY cTarTi po3rsAa0ThCS Pi3HI MiIXOM JI0 ONTUMI3allii 0OMiIHY JaHHUMU B MEPEXi 3 BUKOPUCTAHHSIM
kpunrorpadii 1ys 3abe3nedeHHss Oe3MeKkr JaHuX, CTUCHEHHSA — JAJISl 3MEHIIEHHS po3Mipy Tpadiky NaHHX i
MPUCKOPEHOT MapupyTu3alii, 3acHOBaHOi Ha MeTaiH(opmauii Hpo WiNbOBE IyHKTI MpPU3HAYEHHS, SKa
JI03BOJISIE ONTHUMI3yBaTH MapIIPyT MaKeTiB JaHUX MK MPOMIKHUMU BY3JIaMH MEPEKi.

O06'exT mocmiKeHHs — polec OOMiHY TaHUMHU B MEPEKi.

MeTa J0CHTIKSHHS — ONITUMI3YBaTH MPOIeC 0OMiHY JaHMMU B MEPEXKi, JUIS MiJBUIICHHS Oe3reKu i
IIBUJIKOCTI Tepeiadi NaHuX.

MeTtoau nociiKeHHS — CTATUCTUYHUH aHajli3 TOKa3HUKIB e()eKTUBHOCTI Niepeiadi JaHuX.

[Ipu nepenaui maHux, Uis 3a0e3MeUEHHs MITICHOCTI Ta O€3MeKH 3aCTOCOBYIOTHCS KpumnTorpadivHi
QITOPUTMH, IIi aJTOPUTMH JO3BOJISIFOTH OOMIHIOBATHCS JaHUMHU 3a JOIIOMOTOK TEXHOJOTIl BiIAKPHTOTO i
3aKpPUTOTO KIIOYIB. AJle 3apa3 Oro MOXKe OyTH HEIOCTaTHBO, 00 YCKJIAJHHUTH Mpouec AemnppyBaHHs
JaHWX, JOLIIBHO TOBIIOMIICHHS, SKi MEPeIaloThCS MiXK By3JIaMH, POOUTH MaKCHMAJIbHO CXOKUMH OJIHE Ha
OJIHE, HANpPHKIAJ, OJHAKOBOI JOBKHHU. Take pillleHHs JO3BOJHMTH MiHIMi3yBaTH MOXKJIMBOCTI PO3KPHTTS
muQpy OUIIXOM aHaji3y JUid 3J0BMHCHUKA, aje OJHOYACHO IIOMITHO 30iIbIIye OOCSTH IepelaHux
MOBIZIOMJICHB 32 PaXyHOK J0JATKOBOTO «MacKyBaJIbHOTO» 00csTy aaHuX. /s KoMneHcanii [boro eexry B
BHCOKOHABAHTAXKEHUX MeEpekax IPOMOHYETHCS 3aCTOCYBATH AJITOPHUTM PO3YMHOIO MapIIpyTH3amii, SKUH
J03BOJIsIE BUOWMpPATH ONTHMAJIbHUM MapmIpyT CIIiJyBaHHS MOBITOMIICHb 3 YPaxyBaHHSIM 3aBaHTAKCHHI
MapIIpyTHU3aTOPIB 1 KAaHATIB MiX HIMH.

KJIIOYOBI CJIOBA: 3AIIUT, OBMIH JAHUMHU, KOAYBAHHSA, MAPIIPYTU3ALA,
KPUIITOT'PADIA

ABSTRACT
Gavrilenko O.V., Shumeiko O.A., Nabokov E.M. Review of approaches to optimizing data exchange
in a multiserver infrastructure network using encryption, compression and accelerated routing. Visnyk
National Transport University. Series «Technical sciences». Scientific and Technical Collection. — Kyiv:
National Transport University, 2021. — Issue 1 (48).

In this article is being reviewed different approaches to optimize data exchange in a network using
cryptography — to make any date secure, compression — to make any data smaller and accelerated routing,
which is based on meta information about target destination: how far they are, how loaded they are.

The object of research is the process of data exchange in the network.

The purpose of the study is to optimize the process of data exchange in the network in order to
improve the security and speed of data transfer.

Research methods — statistical analysis of data transmission efficiency indicators.
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When transmitting data, cryptographic algorithms are used to ensure integrity and security, these
algorithms allow the exchange of data using public and private key technology. But now this may not be
enough to complicate the process of decrypting the data, it is advisable to make the messages transmitted
between nodes as similar as possible to each other, for example, the same length. This solution will minimize
the possibility of revealing the cipher by analysis for the attacker, but at the same time significantly increases
the volume of transmitted messages due to the additional «masking» amount of data. To compensate for this
effect in high-load networks, it is proposed to use a smart routing algorithm, which allows you to choose the
optimal route for messages, taking into account the load of routers and channels between them.

KEY WORDS: REQUEST, DATA EXCHANGE, ENCODINGS, ROUTING, CRYPTOGRAPHY

PE®EPAT

Tl'apmiienko E.B. O030p moaxomoB oOnNTUMHU3aNMM OOMEHA NaHHBIMH B CETH MYJIbTHCEPBEPHOMN
MH(PPACTPYKTYPHI C HCIMOJIB30BAaHHEM IH(POBaHUSA, KOMIIPECCHPOBAHUS U YCKOPEHHOW MapIIpyTH3aluU
/ E.B. TaBpuienko, A.A. Ilymeiiko, 3.M. HabokoB // BectHuk HannmoHanmbHOrO TPaHCIOPTHOTO
yauBepcutera. Cepusi «Texunueckne Haykw». HayuHo-texumueckuii coopuuk. — K.: HTY, 2021. — Bpim.
1 (48).

B crathe paccMmaTpuBalOTCs pazIMYHBIC MOAXOIBl K ONTUMH3AaLMM OOMEHA NaHHBIMH B CETH C
HCTIONB30BaHUEM KpunTorpaduu s obecnieueHHuss OE30MaCHOCTH AAHHBIX, CKATUS — Ui YMEHBIICHUS
pa3Mmepa TpaduKa NaHHBIX U YCKOPEHHOH MapHIpyTH3allH, OCHOBaHHOH Ha MeTanH(opMaluu O IeJIeBOM
MyHKTE Ha3HAYeHMs, KOTOpas TO3BOJSIET ONTHMU3UPOBATh MaplIpyT MAKEeTOB JaHHBIX MEKAY
MPOMEKYTOYHBIMH y3JIaMH CETH.

OOBEKT UCCIIeZIOBaHUs — MPOIECC 0OMEHA JIaHHBIMU B CCTH.

Lenp uccnemoBaHusi — ONTHMHU3UPOBATh Mpolecc OOMEHAa MaHHBIMH B CETH, AJSl MOBBILICHUS
0€301acHOCTH U CKOPOCTH Nepeiavun JaHHbIX.

MerToabl uccien0BaHus — CTATUCTUUECKUH aHANIN3 TIOKa3aTenei 3((peKTUBHOCTH MepeJauu JaHHbIX.

IIpu nepemaye naHHBIX, Ui OOECIEYEHHUs] LEJIOCTHOCTH M OE30MaCHOCTH HPUMEHSIOTCS
KpUNTorpauueckue airopuTMbl, 3TH AITOPUTMBI IIO3BOJISIIOT OOMEHHMBATHCS JAHHBIMU C IOMOIIBIO
TEXHOJIOTMU OTKPBITOIO U 3aKPBITOrO Kitouedl. Ho B HacTOSIIINI MOMEHT 3TOT0 MOXKET OBITh HEOCTATOYHO,
4TOOBl YCIOXKHUTH Mpolecc MCMUPPOBKM JTaHHBIX, LEIecOoO0pa3HO IepelaBacMble MEXKAY Y3JIaMu
cooOmIeHus JieyiaTh MAaKCUMaJbHO IMOXOKMMM APYr Ha JApyra, HalpuMep, OJMHAKOBOM IIMHHBL Takoe
pelieHHe TO3BOJMT MHMHUMH3HPOBAaTh BO3MOXHOCTH BCKpPHITHUS MMdpa myTeM aHaiau3a i
37I0yMBIIIUIEHHUKA, HO OJHOBPEMEHHO 3aMETHO YBEIMYHMBACT OOBEMBI IEpEIaBacMbIX COOOIICHHH 3a CUeT
N00aBOYHOTO  «MAaCKUpPOBOYHOro» obObema gaHHblX. Jlng  kommeHcaumm  storo  3¢ddexra B
BBICOKOHATrPYKCHHBIX CETSAX MNpEAaraercs NPUMEHHTh alrOpPUTM pa3yMHOW MapIIpyTH3alMu, KOTOPBIH
[O3BOJISIET  BHIOMpPATh ONTUMAJbHBI MapHIpyT CJIE€JOBaHMS COOOIIEHHH C ydeToM 3arpys3Kd
MapUIpyTU3aTOPOB U KaHAJIOB MEXIY HUMHU.
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